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(15) Bazuuifaaiuduanans (Threat Prevention) fig13n3avin DNS Sinkhole 1iie
thosfinnailintly malicious domain uazise e T¥Afin19E@enMamlugs malicious domain

(16) qﬂﬂifﬁﬁﬁmﬂu@ﬁmmmﬁm‘h IPsec VPN (Site to Site) (61

(17) qunsaliinauediosmsnsaria Client VPN (Remote Access) unluslnraa
IPSec uaz SSL (# Tnasmesuduanfls Tifieundn 6,000 % ‘muﬁammmﬁﬁmuﬁm:uuﬂﬁﬁﬁ
113 Windows Mac 0S X, Android uaz Apple i0S (§iflu adnstias

(18) @1H130YINNNTAANTEY log (Selective Log Forwarding) WAZAS log WA HTTP-
based APl Uglsgunsnl 3 party 15

(19) #181508519 Virtual Routers (#{%in8n91 20 Virtual Routers waz Security
Zones (A l3iaandn 200 Zones

(20) ﬂ’]u'ﬁﬂL%EJﬂﬂ“ﬂ‘gﬂ’ﬁﬂNuﬂ’dﬂﬁ Applications, Threats waz Data Tugmmwm
NI NRATH

(21) flazuumsaadungAinssnfilaifedszasduuy Cloud-Based \aldazy
Malware Uszinnivisi ( Zero-day Malware ) %ﬁTﬁJﬁTuﬁquﬁﬂsd@ FuEaaIN190a379 Signature TuNAD
Yfasiuszuundetnslnesnbuls

(22) ﬁﬁwumqt-ﬁquﬁﬂi‘suﬁkﬁiﬁ\aﬂ%mmuu Cloud-Based fianu19am59941)
Téimn applications 1 FTP, email (SMTP, IMAP, POP) uax web traffic ifiuntnatias

(23) fszuuasredungingsuiiiifidszaeduuy Cloud-Based fiannsnsasiy

v
a

TWﬁ‘ﬁﬁWiN‘]’ﬂiiNﬁ@ﬂﬁqu PDF, Java Applet (jar and class), PE file, Microsoft Office (.doc/.docx, .xIs/.xlsx,
Ppt.pptx) WAz APK TWd

(24) ﬂﬁ:uuma‘vé’uwqﬁﬂiiuﬁTﬂﬂqﬂﬁzﬂqﬁLLuu Cloud-Based ## report WAAY
YAUBYANITYINIUIBY malware AimsaeaU T4

(25) ﬁ‘i:uumwﬁquﬁﬂi‘mﬁv&iﬁmi:mﬁl,lmu Cloud—-Based Aflszuunnsnsaq
URL (URL Filtering) @snsafinmsuazaruannisdinfaduliinns Category uazimum Block list, Allow

list FANVNEINITOUTULEN Custom Category (Amndiaenis
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(26) AINITONFNIIEN (Report) Gi’]ﬁ’[ﬂii"l\‘lﬁﬂﬂﬁxwiﬂ\fﬂﬁkfﬁ
(26.1) User Activity Report Waman13 #1489 User WiasAy
(26.2) Top Application, Application Category
(26.3) Top Source, User, Destination a2 Connection
(26.4) Top Threat, Vulnerabilities, Viruses, Spywares, Attackers waz Victims
(26.5) Botnet Report mem‘%mﬁﬁwqﬁﬂﬁu?}m Botnet
(26.6) Top URL categories
(27) Tuﬂifﬁﬁﬁfqﬂﬂﬁfﬁ 2 Units AIN1T09B9TUNTAAGILABYIN High Availdbility
(HA) WUU Active/Passive (8
(28)w§mﬁm%ﬁﬁﬁLﬂu@%ﬁm@gjsfu Leader Quadrant 284 Gartner Magic Quadrant
TungunAnsioust Enterprise Network Firewalls ¥ 2017

o

(29) ﬁm‘%mm@uﬁqLmﬂ%ﬁ‘fﬁ"jﬁ’]muﬁmﬁmmifqmiiﬁﬁqﬂﬂ'mﬁqmu 1 'qﬂ%\aﬁ
AosdnEnzatwiianfsaluil
(29.1) fvheysyaana CPU vila Core i7-8550U (1.80 GHz) w3ageni
(29.2) finuaganus RAM 2u1a 8 GB tHuseatias

a

(29.3) 1 HDD il SSD wunAugliitiosndn 240GB agatios 1 Y
(29.4) Teadousosruuiriatisnuy Gieabit Etheret
(29.5) im3aveuansraTiermd 268 vioganin
(20.6) flnenailnosiuu LED (1920 x 1080) 2u1m 13.3 2
(29.7) Lﬁlﬂéuqm’ﬁiyfyﬂLﬂ%i’ﬂ\iﬂ’ﬂuﬁ’}L(ﬂﬂ%ﬁ\?ﬂdﬁ’}ﬁﬂ\‘lﬁ’]ﬂﬁiﬁ\mﬂuﬁfﬁﬁu
s AuieR i s deuse (U
2.40.2 nszﬁQLaumﬂmmum*fJuLmuqﬂﬂ‘mi Next Generation Firewall wuy
Appliance ﬁﬂmﬂwﬁﬁﬂﬂqaﬁ@ﬂﬁqdﬂTﬂﬁ
(1) 1fiugunaai Next Generation Firewall Uy Appliance #il#iusiatsrnaana
AMFUITHBRNIZVIN
(2) Anasm GE RJ45 (iiiaandn 4 9a9 fdeaduy GE SFP wiafindniflaundn 4
B89 uazildey 10GE SFP+ waafndn(sifiaandn 2 a9

(3) HUTLRNEAMN19Y197% (Throughput) 289 Firewall (3i3iagndn 20 Gbps was

{H5un195uTBINIRIg IS Firewall 97989 ICSA Labs {iuedneting
HOMUATIERIBEAATIANNINE
ns & ¢
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(4) 78950Un19 BBusawSanTU (Concurrent Sessions) TaTxinand 800,000 N9
\Bansie uarsnsiunis@onsdaln (New Sessions) T sd#ineindn 300,000 N151@axnsis (Session) sia
A

(5) HuseAnBaInn15vin9nu (Throughput) 289 IPS Tatfiaendn 5.2 Gbps uaz 5y
NMFUTBININTTIN IPS 91nWI89w ICSA Labs (fiuesnetiag

(6) HuUsz@nBa1nni9vinerusndnisfesiun1syngn (Threat Protection
Throughput) {siaenda 3 Gops N léin19vin9 usaniuaes Firewall, IPS, Application Control WA
Malware Protection

(7) fimmaunsatiasiunisdinie Web snu Categories uwazmnu URL Aifwmnla

(8) HU3EANBNINNI9197U (Throughput) 289 IPSec VPN (¢ (diipandn 2,000
Tunnels uaz{F5UN193U9B9MATIN IPSec arNMHaEI ICSA Labs Liusinetias

(9) Famwamnsariefigunsalsenaenieueniierin SSL VPN Aifiszavianim
15711914 (Throughput) 289 SSL VPN Taifiasindn 5 Gbps s895untsidiansendaniultiiasndn 500
Users LL@:Tﬁ%Uﬂﬁmmmmﬁﬁmﬁm SSL VPN 9109w ICSA Labs iiuetineting

(10) fimuannsn unsRTaaduuasasiulaSananfamesulusinaas, n1s
UB4riUA19YNTN (Intrusion Prevention), N15%1 Content Filtering lAg@13190 Update gmdayalaiay
(Virus Signature) g iiasyan19yngn (IPS Signature) WiuiA3ating Intemet (Hinslnudnlusia

(11) qﬂmnﬁﬁmmzﬁmﬂ Subscription Application Control, IPS, AV, Web Filtering,

Anti-Spam Taganunsatimilinasasnydoyon

]
o

(12) firsavanuRaumeifiEdmiuuinisdanisgunsolifnansdiu 1 gaded
AMdNYMradinunsalydl

P

(12.1) fivihedszanana CPU wila Core i7-8550U (1.80 GHz) w3egan

=l '

(12.2) AniEMNIT RAM 9u1s 8 GB 1usgeiioy

a

(12.3) & HDD wila SSD vwmAuglaitiosndn 240GB eeaties 1 4n

(12.4) fveadoudoszuuirietieuuy Gigabit Ethernet

(12.5) fimimmeuannaidmiomndy 268 videgany

(12.6) Teouaiimasuu LED (1920 x 1080) vua 13.3 i

(12.7) Lﬁﬂéﬁﬁﬂﬁmm’]Lﬂc‘%’r]\‘iﬂﬂuﬂ'}m’ﬂ‘%ﬁ\ﬁﬂﬁ’]’lﬁ'ﬂdﬁ’lﬂ’]‘id\mﬂusfﬁfﬁ_l
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2.41 § Rack Fam1szuialifianndt 12U wianfinas deilnndnuosisie Uiwietnda

q
'

2.41.1 Lﬁuﬁﬁ}@ﬂfmmu 19 9 PAkitioandn 120 wuuRRAKTMIadAANE ML ARNIN

2.41.2 EINTORARITARNTZUNEDNATE 1 - 2 6 dusthetissuazfiasdinsannntng
Hing 1 ﬁqm‘%ﬂﬁqmﬁﬂymxﬁﬁﬂdq

2.41.3 WAMAINNAAN Electro Galvanized Sheet Steel fAaumunlitiasnda 1.2 mm. fiu
afinld 100 Wedidud vidafnodnuaisiidndn

2.41.4 Fanuninelaifiasnd 60 uRing farnanlutdasndt 60 WHufiwes uwasd
ANg(aitionndn 60 ipufins wisflanidnuoiiidindn

2.41.5 § AC Power Talfiaundn 6 Outlet iunszuaintalaitiasndn 154, 220 Toad 1
Wa 50 1B90F uazlsruuiasiunssua Wi Anuuazdna9assing Electronic circuit Breaker Wane T
1ualdiBEndn 2.5 mm. 2 (14 AWG) 3 Core tnalaitiaandn 1.5 a9 uwasfiadnedds — Wn wianln
UAANEIUNITIVINeTY w%ﬁﬂmﬁﬂwmzﬁﬁﬂdﬂ

2.41.6 AwNT0RaANTYUS H

2.417 devBndauasdansesrun idinAussun i manosminende Tnafngs

wasfinusninesauin (Niaendn 30A uazdanMuuunsinddiiedendany AC Power wiasl

U

AdNERIETfndn
2.42 § Rack Remszualifioanit 27U wianfine %@ﬁﬂmﬁﬂwmzﬁqd@Tﬂﬁw‘%ﬂﬁﬂdﬁ

2.42.1 dingeansuun 19 fi analitiasndn 27U uuudsfwideflnoudnuniziisnd,

2.42.2 AIHIIORARINARNIZUNLBANTATE 1 —4 sadiuatietinauasdosfindannagng
fiey 2 ¢ vdnfanidnuaiiidnd

2.42.3 WARIINAN Electro Galvanized Sheet Steel A umualitioundn 1.5 mm. ffu
afni 100 wWedidus vasfinnidnumisiiding

2.42.4 fanuninelifioundn 60 WuRms Aaos@nlutiesndn 80 ufiuas uazil
AN {tipandn 135 lruRiune ﬂ%ﬂﬁ@mé’ﬂym:ﬁﬁﬂdq

2.42.5  AC Power Taitinaindn 12 Outlet Fivmnssua i latatiasndn 154, 220 Tvas
1 x50 1890F uaslszuutlaeiunssua Wi Auuasdna995§ae Electronic circuit Breaker Mane T
A lTiaaNndn 2.5 mm. 2 (14 AWG) 3 Core 812 (dipandn 1.5 e uasfladnddn — Da wEauln
UAANNDIHENTITINNTY W%@ﬁqmﬁﬂwmzﬁﬁﬂdﬁ

2.42.6 fnsndBANUAlH
ANMTMRASILALID Y ARTANY Y
7 : W ¢
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2.42.7 f5useiuline 4 yu uarilde 4 Aafivals 360 svrmuazsassuimin(é
Ttiaandn 100 Alansu

v

2.42.8 FasfnmauaziBendaszuu WRdatussuu M wansesRniaviends Tnafns
WwasAnusniNesIuIa (Niiaundn 30A LL@:UﬁﬂTWLLUUﬂi’]W’]@Lﬁ@L%@miaﬁ'u AC Power 11383
5 T
AMANEULTRNGD
. v 1 v
2.43 § Rack NaFIsPUIAlHTIaENdT 42U wianfinss %Qﬁﬂmﬂﬂwmzmmﬂfﬂﬁw“’mﬁﬂfm
2.43.1 Lﬂuﬁﬁ@mmuu 19 fin aualdsiaundn 42U wuURIUE aRA AN YMETIANdn

2.43.2 FIHITORARINAANITUNEBINIALH 1 -4 Aoiduetetissuasfasfnfaniagng
v o/ =1 =1 o/ Ad 1
e 2 ¢ videfnmdnuoLARndn

a 4

2.43.3 WARANNNAN Electro Galvanized Sheet Steel fiagnumunl{iiagndn 1.5 mm. fiu

aAnl# 100 Wadidud vaaflandnuoisiinindn

9

2.43.4 fiaaunde Wtiaandn 60 [Eufiuas darnan(Niesndt 90 EuRiwns uash
ﬂ'J’m’spTﬁﬁﬂﬂﬂ'j’] 200 LruALAT viaaRRuAnYEifndd

2.43.5 § AC Power (3tiaaindn 20 Outlet fiviinszua Wi [ dtiasndn 15A, 220 Toad
1. a 50 B30 wariszuutiaeiunssua i Auuazani9asgia Electronic circuit Breaker (s
2uANTBENdT 2.5 mm. 2 (14 AWG) 3 Core s19 ({fiaandn 1.5 a5 wasfadndtla — fla niauln

° o -t '
UAPIRDIUZNNTYINNY ViZaRAuanYtEiAndd

2.43.6 an1TnRBANTYUA H

2.43.7 faFuseiuling 4 yn uaxiife 4 Refimali 360 svrmuazsaesuimin(s
Taitiandn 100 flan3u

2.43.8 FaafinsauaziEansosruu MR Enfussuu MRManaasunnanandy Taafinga

WBSAMUSNINDSINIANTIBNd 30A wazUAN (Wuuuns1adaie@ansany AC Power n3a

U
]

AMANYMUETIANT
- A 1
2.44 gunslaAUNYYIUIATRAEABNRILADS (Switch) WiBNAARAS Fedlanidno
fasaUiindadndn

2.44.1 Jugunanlivinemluassiu Layer 3 wiaflamanumusinindd

'
oA

% d & (%7 '
2.44.2 Lﬁu@qﬂﬂﬁmﬂN“ﬂuﬂﬂfNuﬂﬂﬂ’J’] 26 WB4N VJﬂW@%WﬁﬂQ’]NLiQTNHﬂHﬂQW

10/100/1000 Mbps yAaRAmudnumzinnda

2.44.3 §1 2 WOSVTI9BI5UNT LI Mini-GBIC (SFP) winlAnAnEMEAFndn

dimuaeasidunnnanun
fm( @A————/ )
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2.44.4 §1NNTOUFNI9IANTTHIU Web Browser (4 M%ﬂﬁﬂmﬁmﬁm:’?llﬁﬂ’j’]

2.44.5 FIHITRBANTTINMTETTE U Layer 2 uay Layer 3

2.44.6 9995UN13(H971 SNMP Version 1, 2¢ Uaz 3

2.44.7 5895UN5 159U IPV6

2.44.8 §11150%1 VLANSs, QoS, Authentication 802.1x W& Mac Filtering (4

2.44.9 WEBN GBIC Module Single Mode SFP BIDI 411493 1 ¢} (3U — &9) sia Switch 1 ot

kA v 1 a2 o/ IA °
TamilFadneiiusz@ndnmiugunselfinaus

2.45 qﬂﬂsiﬁﬂ‘szmﬂﬁ'iyfy'lmLﬂ‘%mhf—.lﬂauﬁqtmﬂﬁ%mﬂﬁ’m%ﬁﬁmﬁ,’amﬂu@ﬂmmfi

F149u 4 3 Beilgmdnunisiasialuiivdefng,
2.45.1 qUn3a] Access Point MrinLauDTLHavAINITANNIIUIHAINNIRTZIH 802,11
afnfac UMEuAIINE 5 GHz uaz b/g/n UMEUATNE 2.4 GHz LLﬂ:i@ﬁumiﬁﬂmuTugﬂLn_n_l Dual radio

Az Dual band

2.45.2 gunsnliiausadissassnsasiunisasdayauuy Local Forwarding (6

'
“a o

2.45.3 gunsoiiinausazdiaaiiugunanl Acess Paint Afi@1e AR eTuuLY
Directional Tnesil Gain 21 mitieandn 10dBi uazaenInsasiuns@ensiaiuEe N ALULAEWEn H

2.45.4 fuUn30{ Access Point ﬁﬁﬁLﬂumxﬁmv‘i’muuummﬁm IEEE802. T1ac iAanl
5 GHz fanaudatunnsidonstalfigogaluiianndy 1300 Mops way UHAAE 2.4 GHz uuy AiflAasusa
Tunnsdensialigegalitioundn 450 Mops wazansnsaasiiayali 3 spatial streams

2.45.5 fina4n Uplink fisae5unns@onsiauuy 10/100/1000BASE-T sauanldtiaandn 1
Wa4 uaziiwadm 1000BASE-X(SFP, LC) Combo auanlstiaand 1 wasde

2.45.6 SwosmBansiauuy 10/100/1000BASE-T #1m3uni15998 W POE Out TﬁqUﬂﬁtﬂ

Meuen(d agetioy 1 wadn

2.45.7 #1819998951U N19%1 SSID (Festnetias 16 SSID siaaqnd uwaz 32 SSID #a

Access Point

o« a0 A ° v 1 v C'd
2.45.8 gunanl Access Point fdnauaszfisssnnsnidansauas timsingunsol
wianiulAldtianndn 256 gunsnd

2.45.9 guUNT0d Access Point M111aUB#899895U Location Base Service
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2.45.10 #aufiuluaiu (Compliance) NIMTg1UAIINUABAAY (Safety Standards) :
GB4943, UL/CSA 60950-1, EN/IEC 60950-1, EN/IEC 60950-22, mmﬁﬁumimﬁ’mmﬁm : EN300328,
EN301893

2.45.11 gunand Access Point Frinauefessesd Realime Spectrum Analysis

2.45.12 gunsalfia(Fsunssusesmamnnsgu P67 uazanunsavinemulilugomg
65 29/ Iaded (Mifluatetioy

2.45.13 gunsal Access Point ﬁﬁqmum:ﬁmLﬂuﬂw%@uﬂqmqﬂﬂﬁfﬂdwé’uﬁmﬁq
(mounting kit)

2.46 fa:Lﬂu’ﬂ‘i"lﬂ’]"v:ﬁ’mﬁ’m’ﬁaﬂ%ﬁ‘ﬂqﬂﬂiiﬁﬂ‘i:@’mﬁmfy’]mm%ﬂ‘li’mﬂﬂwﬁﬁL(im‘?f%ﬂ’l‘il wian
Aasasnedyaios uazgunaaising g vasitivans netuszezinandygn Sabiiound 40 g
o 81ATEINUEENNTUA AuduaEy 'imﬁmﬁv’qmuﬁwﬁwmﬁﬁﬁmum

2.47 fianpaianfiesinnsfnsassuiasatnedenniahilaemagudFeaiadmam 17 qa
WalisnunsaliuszuundasestinuazsrunindetnerenfamesGanell Tnelanedyoyroid
Anudnunzlifiound CATSe fadaneluvie EMT vdn IMC

2.48 fianasnnafosd anngunanilifunssnangideile i tunsmssaaeudyagin
Bumesiiinan mewsnunAnedy TnalAnA e aRadia ol

2471 Air Card 3/4 G fiansnsaliudniadyyaoiuas DTAC, AIS , True uay Cat #ag
fngAanasa sfiasndn 512 Kbps

5. Souly uazdisrivneiu o

5.1, §lidndasfinds uasnamaUsTULTONAdDAnENT TN S asAnEnAame Tusrezaa
Taivins 30 Fueniuasutudyan wassuRaveudliansiifeduimmessuszuionn Tag
FRINTUINANITNATDUIIN MRTG sndin 2.1 mnwudnszuuliansnsaldeulfidndseansnw
MTANENABIDFEIIUANS (n1TRTNTnUenEndoyn LL@:ﬁﬁW%Lﬂﬁﬂu%TﬁL’ﬁﬁiﬁﬂ?ﬂﬁTﬁﬁuﬁ et
fasliuamatunamiangdeaundnag [Ffmnaetnl Wolbilanuansamusenstandumesidn
2B TANENAY uazh Mignasfiesiiiasdsamengmneiuaminedy

3.2 ;Ewuzmsmu'asqm«vzé’xm?ﬁu’%msﬁ'ams%fagaﬁuma%ﬁmwumﬁﬂs Du
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